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The Law Firm Network, founded in 1989, is a strong 

non-exclusive association of independent law firms 

from around the world whose principal lawyers have 

close professional relationships. The Network has 

currently members in 50 countries. Our firms are 

leaders in their local markets, with strong regional and 

international connections.  

The Network has ensured a high level of quality and 

connectivity. Feedback from clients confirms that the 

member firms consistently provide e�ective, 

responsive, value-added, and personal service.  

The Law Firm Network has extensive experience 

providing multi-country service to international and 

multinational companies working with alternative and 

flexible fee structures, consistent with the demands of 

a global market for legal services.

Please do not hesitate to contact me at the email 

below or any of the co-chairs of this group for advice 

on IT emerging technologies.

Welcome to the first issue of IT Emerging Technologies 

TRENDS, the magazine of the “The Law Firm Network IT 

Emerging Tech Practice Group”.

This LFN Practice Group, co-chaired by Raf Van Gysel of 

Ponet & LVP Advocaten in Belgium (www.ponet-

law.be) and Marcus Tan of Marcus Tan & Co in Malaysia 

( ), is formed by a group of highly specialised mtco.my

and experienced lawyers in this sector.

Recent reports show that IT Automation, artificial 

intelligence, and machine learning are one of the most 

advanced emerging technologies impacting the 

information technology sector as a whole and the 

Group is monitoring updates in the law in those 

sectors. The group debates frequently on the 

development of public sector policies and laws for 

promoting and regulating AI, Fintech's, electronic 

banking, as well as Data Protection matters around the 

world. The Group is also working on “The Comparative 

Guide on Cryptocurrency, Legislations & Guidelines” 

due to be published before the summer and 

monitoring the use of AI software in law firms.

We hope that this first issue of IT Trends will help you to 

be introduced to the members of the Group and prove 

an interesting read. Here you can check on the 

experienced of various members of the Group on 

electronic banking, block chain and payment services, 

among others.

IT EMERGING TECHNOLOGIES PRACTICE GROUP
OPENING STATEMENT

by LFN Executive Director
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In the origin of this case, Maximilian 

Schrems filed a claim against Facebook 

Ireland for considering that the social 

platform violated the privacy rights and 

protection of users' personal data. The 

data was transferred from Ireland to 

servers located in the United States 

where it was processed and used by 

Facebook. In the United States, data 

could be subject to State control by 

government investigation agencies, 

which constitutes a practice that could 

a�ect the rights of European data 

owners.

Among the various matters dealt with by 

the court, the tribunal's decision brought 

the attention of practitioners and 

American Declaration of the Rights and 

Duties of Man; the Universal Declaration 

of  Human R ights ;  the  Amer ican 

Convention on Human Rights; and the 

International Covenant on Economic, 

Social and Cultural Rights. All treaties 

included in the Argentine Constitution 

have constitutional standing and are to 

be understood as complementary of the 

human r ights  recognized in  the 

Constitution.

The Argentine National Civil  and 

Commercial Code also protects private 

life (Section 1770). In accordance with 

this Code, anyone who arbitrarily 

interferes in the life of others and 

publishes portraits, correspondence, 

mortifies others in their habits or 

feelings, or disturbs their privacy in any 

way, should be forced to cease such 

activities.

Finally, the Argentine Data Protection 

Law No 25,326 (the “Argentine Data 

Protection Law”), issued in 2000, 

regulates data privacy aspects. The 

provisions of the Argentine Data 

Protection Law are of 'public order' 

which means that they cannot be 

replace or resign by party.  The Argentine 

Data Protection Law has been regulated 

a n d  c o m p l e m e n t e d  b y  s e v e r a l 

regulations issued by the Access to 

Public Information Agency whose 

mission is to guarantee the protection of 

personal data.

Public authority surveillance of personal 

data held by private organizations is very 

limited. The authority shall keep record 

of existing databases, and monitor 

c o m p l i a n c e  o f  d a t a  p r o t e c t i o n 

regulations. In order to access the 

information held in any database, the 

authority shall require, in principle, a 

academia alike to the governments' 

capability to monitor personal data.

Argentina is one of a total of three 

LATAM countries which have been 

r e c o g n i z e d  b y  t h e  E u r o p e a n 

Commission as a country that provides 

adequate level of data protection; and 

the following is a brief summary on 

Argentine regulations dealing with 

authority surveillance. 

 

The rule of law in Argentina has a 

constitutional status.

The Argentine Constitution establishes 

the rule of law through a number of its 

provisions (e.g., section 19) and has 

several others that protect human rights 

and fundamental freedoms. These 

provisions include the right to private 

property (section 17), freedom of speech 

and the right to work and transit (section 

14), the privacy right (section 19), and a 

spec ia l  j ud ic ia l  remedy  fo r  the 

protection of personal data 'habeas data' 

turning the data privacy protection into 

a constitutional right, (section 43).

The Argentine Constitution also grants 

constitutional hierarchy to several 

human rights treaties such us the 
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Even though there are no other limits 

such as limits to scope or retention 

periods, the reasonability rule applies to 

any action of public authorities. Public 

authorities would only be able to ask for 

personal data when the said request is 

reasonable and necessary for the 

purposes for which the data is requested.  

Additionally, as mentioned above, this 

personal data request can only be made 

based on public security, national 

defense, or public health reasons and the 

request is approved by a judicial decision. 

Finally, Argentine regulations make legal 

remedies available to individuals whose 

personal data is being held in a data base 

against their will, or is wrong, false or has 

not been updated. 

Section 43 of the National Constitution 

establishes that any individual is entitled 

to start a special prompt judicial action 

called “amparo” to obtain information 

about his or her personal data contained 

in public or private databases, and the 

purpose for which the data is being 

processing. In addition, pursuant to the 

Argent ine  Data  Protect ion  Law, 

individuals have also the right to exercise 

their rights of suppression, rectification, 

confidentiality or actualization of the 

said data in case of falsehood or 

discrimination. 

Furthermore, the Access to Public 

Information Agency can also request a 

judicial authorization to access to any 

equipment or data processing programs 

to verify any violations to local data 

privacy regulations.

Section 10 of the Argentine Data 

P r o t e c t i o n  L a w  e s t a b l i s h e s  t h e 

confidentiality principle. In accordance 

with the said section, all controllers, 

processors, or individuals who intervene 

in any phase of the processing of 

personal data must keep that data 

confidential. 

Public authorities do not have general 

discretion to access personal data held 

by private organizations. The secrecy 

duty can only be relieved by a judicial 

resolution authorizing the access to the 

personal data; and based on well-

founded reasons related to public 

security, national defense, or public 

health.

Personal data held by the armed forces, 

security forces, police or intelligence 

agencies for administrative purposes and 

to provide personal backgrounds are also 

subject to the provis ions of the 

Argentine Data Protection Law. 

Finally, the processing of personal data 

for purposes of national defense or 

public security by the armed forces, 

security forces, police or intelligence 

agencies, without the consent of the 

data holders, is limited to those cases 

and category of data that are needed for 

the strict fulfillment of the missions 

legally assigned to those bodies for 

national defense, public security or 

criminal investigation´s purposes. 

Personal data registered for police 

purposes will be suppressed when they 

are no longer necessary.

judicial order.  

Section 21 of the Argentine Data 

Protection Law establishes that private 

organization holding databases must 

inform their existence to the Access to 

Public Information Agency's registry.

The registration process is online and the 

controller of the database will have to file 

a  fo rm in fo rming  the  fo l lowing 

information regarding each of the 

databases:

- Name and address of the controller

- Characteristics and purpose of the 

database

- Nature of the personal data contained 

in each database

- Way of collecting the personal data and 

how this personal data is updated

- Persona data´s destination and persons 

to whom they can be transmitted or can 

have access to the said personal data.

-  Security measures implemented to 

processes the personal data

- Term of conservation of the data

- Terms and conditions to the data 

subjects to exercise their rights.

Please note that currently the Argentine 

Congress is debating a bill to replace the 

Argentine Data Protection Law. This new 

bill removes the obligation to register 

the databases.

Finally, the Access to Public Information 

Agency is responsible for monitoring the 

application of local data privacy 

regulations. 

T o  d o  s o ,  t h e  A c c e s s  t o  P u b l i c 

Information Agency can request 

information to public entities or private 

organizations related to the processing 

of their own databases. In these cases, 

the Access to Public Information Agency 

must guarantee the security and 

confidentiality of the information and 

elements supplied by such public entities 

or private organizations.
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For a correct approach to cryptoassets 

such as Bitcoin, it must be understood 

that there are no supporting collateral 

assets,  nor any val idation by an 

accredited provider .  Pr ivacy and 

a n o n y m i t y  t o g e t h e r  w i t h  t h e i r 

decentralized structure distributed 

across a large number of devices gives its 

value. An example of this has been the 

increase of Bitcoins total capitalization 

worth, which has duplicated since last 

year, due to a series of large investments 

from big international companies, 

including PayPal. 

In January 2009, Bitcoin went live with 

the release of the software for clients 

and the issuance of the first 50 bitcoins-

Genesis block-. What started as a 

functional development of Eric Hughes 

1993  document  'A  Cypherpunk 's 

Manifesto', is today translated as a 

virtual asset with a total capitalization 

value of over $350 billion. In 2011, a 

bitcoin was worth less than a dollar, 

today its average value is US $30,000 

making it the most valuable asset in 

history. 

The fourth Industrial Revolution -the 

digital izat ion era-  has not gone 

unnoticed in Colombia. According to 

BBC (British Broadcasting Corporation), 

Colombia has become the Lat in 

American country with the largest 

bitcoin purchase and sales. In fact, 

Localbitcoins, one of the largest sites for 

purchase and sale of bitcoins, indicated 

that Colombian Peso transactions 

increased by 1,200% during 2018. 

According to Colombia's Fintech, the 

local cryptoasset market represents 

over COP $6.000 million per week. 

Desp i te  the  re levance  that  the 

cryptoassets market has achieved, the 

Colombian Government has focused on 

treating the situation in a conceptual 

manner, denying their characterization 

as  a  currency and avoid ing any 

fundamental discussion regarding the 

institutional direction that shall be given 

to this phenomenon. 

Proof of this is the continued blocking of 

legislative bills in Colombia. Bill 268 and 

097 of 2019 were one of the first 

attempts to regulate the provision of 

cryptoassets exchange services by 

accredited providers, in order to provide 

guarantees to the consumer. 

Far from the unnecessary Government 

discussions in order to identify if 

Ethereum, Litecoin or Bitcoin are or not a 

currency comparable to the devaluated 

Colombian peso, the attention should be 

focused on how to reinforce this new 

market so that part of the users 

revenues'  are transferred to the 

community, and also on the creation of 

an informed and flexible space to 

develop the proper opportunities for 

this new business arena. 

On July 20, 2020, bill 033 was presented 

to Congress in a new e�ort to regulate 

the provision of cryptoassets exchange 

services. I expect that this time the 

legislative atmosphere is in favor of this 

project. Otherwise, Colombia will still 

face the current reality: cryptoassets 

status concentrates the revenues only 

on foreign scenarios and encourages the 

creation and strengthening of illegal 

scenarios,  such as Ponzi scheme 

structures. 
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The interplay between the PSD2 and the 

GDPR is particularly important, due to 

the fact payment service operators may 

access and process large quantities of 

personal financial data, much of which 

may be 'sensitive' personal data, and the 

GDPR applies to the processing of 

personal data carried out in the context 

of payment services. As a result, 

controllers of personal data who are 

subject to the provisions of the PSD2 are 

required to always ensure compliance 

with the GDPR. Of course, even for those 

operators whose services fall outside 

the scope of  the PSD2 (such as 

creditworthiness assessment services), 

or for accounts other than payment 

accounts (such as savings or investment 

accounts), the GDPR will still apply.

One of the most important aspects of 

the PSD2 is the introduction of two new 

types of payment services providers – 

Account Information Service Providers 

(“AISPs”) and Payment Initiation Service 

Providers (“PISPs”). In brief:

ź AISPs are companies which are 

authorised to access an individual 

(or company's) account data by 

the relevant bank, a common 

e x a m p l e  b e i n g  a  m o n e y 

m a n a g e m e n t  o r  b u d g e t i n g 

application which allows users to 

consolidate their di�erent current 

accounts in various banks, create a 

b u d g e t ,  a n d  m o n i t o r  t h e i r 

spending.

ź PISPs are companies which can not 

only access an individual (or 

company's) account data, but are 

also authorised to make payments 

OPEN BANKING, 
PAYMENT SERVICES
AND THE GDPR

on behalf of their customers by 

initiating transfers directly to or 

from the user's bank account. An 

example of a PISP would be an 

application which transfers a 

portion of the user's account 

balance to a savings account each 

month.

Of course, without being able to access a 

user's bank account, the operations of 

AISPs and PISPs would be virtually 

impossible. The PSD2 therefore obliges 

banks to provide access to users' 

payment account information where 

requested by an authorized AISP or PISP 

and the latter entities have fulfilled all 

the legal requirements allowing them to 

access the relevant account. 

The reason why the relationship 

between the PSD2 and the GDPR is so 

important is because of the fact that an 

individual's financial transaction history 

can reveal highly sensitive information 

about that person. The recent guidelines 

adopted  by  the  European  Data 

Protection Board set out a number of 

important examples:

ź Political opinions and religious 

bel iefs  may be revealed by 

donations made to political parties 

or organisations, churches or 
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accounts is based on a legal obligation, 

and therefore permissible under the 

GDPR. Of course, it is important for banks 

to be aware that they are only permitted 

to rely on this legal basis in relation to 

payment account information only – 

there is no legal basis under the PSD2 for 

providing access in relation to savings or 

investment accounts, or mortgages. 

Therefore, the relevant bank will need to 

ensure that appropriate measures are in 

place to ensure that any access provided 

to an AISP or PISP is limited to payment 

account information only. 

For AISPs and PISPs, payment services 

are provided on a contractual basis 

between the service provider and the 

user, allowing AISPs and PISPs to rely on 

the legal basis of contractual necessity 

under Article 6(1)(b) of the GDPR in order 

to process the personal data of the user. 

However, it is often the case that the 

contract with the user will consist of 

several di�erent categories of services, 

which may be performed independently 

of each other. As a result, whether the 

service provider can rely on the GDPR 

basis of contractual necessity must be 

parishes;

ź Trade union membership may be 

revealed by the deduction of an 

annual membership fee from a 

person's bank account;

ź Personal data concerning health 

may be gathered from analysing 

medical bills paid by a data subject 

to a medical professional (for 

instance a psychiatrist);

ź Information on certain purchases 

m a y  r e v e a l  i n f o r m a t i o n 

concerning a person's sex life or 

sexual orientation; or

ź Through the sum of financial 

transactions, behavioural patterns 

can be revealed which may include 

special categories of personal 

data.

With regard firstly to the obligations of 

the relevant bank with regard to 

personal data, banks are obliged under 

the PSD2 to provide the personal data to 

the AISP or PISP as this is is necessary in 

order for AISPs and PISPs to provide their 

services in the first place. As a result, the 

processing of personal data by the bank 

in granting access to the relevant 
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assessed in the context of each of these 

services separately, taking into account 

an objective assessment of what is 

necessary to perform each of the 

services the user has signed up for. The 

service provider must therefore be able 

to demonstrate how the objects of the 

contract with the user cannot be 

performed if the specific processing of 

the personal data in question does not 

occur. Where the service provider 

cannot demonstrate that the processing 

of the personal payment account data is 

objectively necessary for the provision 

of each of these services separately, 

Article 6 (1) (b) of the GDPR is not a valid 

legal ground for processing this personal 

data.

In addition to the legal basis of 

contractual necessity, the requirement 

of explicit consent exists in relation to 

the access to and subsequently 

processing and storage of personal data 

for the purpose of providing payment 

services. Explicit consent under the PSD2 

is di�erent to the consent requirement 

under the GDPR as it is an additional 

requirement of a contractual nature, 

9



required when a payment service 

provider needs access to personal data 

for the provision of a payment

Serv ice .  Serv ice  prov iders  must 

therefore provide, and users must 

accept, specific and

explicit information about the specific 

purposes identified by the service 

provider for which their

personal data are accessed, processed 

and retained.

Particular attention must also be paid to 

the principles of data minimisation, data 

protection by design and default, and 

data security – as processing personal 

financial data is connected to a number 

of significant risks (identity theft, 

exposure of aspects of a user's private 

life, etc.), security measures employed 

by AISPs and PISPs must be accordingly 

high. 

'Silent party data' relates to the personal 

data of a third party who is not a party to 

the contract between the service 

provider and the user. A helpful example 

is  set out in the European Data 

Protection Board guidelines:

 “Where a payment service user, data 

subject A, makes use of the services of an 
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AISP, and data subject B has made a 

series of payment transactions to the 

payment account of data subject A. In 

this case, data subject B is regarded as 

the 'silent party' and the personal data 

(such as the account number of data 

subject B and the amount of money that 

was involved in these transactions) 

relating to data subject B, is regarded as 

'silent party data”.

The GDPR may allow for the processing 

of silent party data when this processing 

is necessary for

purposes of the legitimate interests 

pursued by a controller or by a third 

party. However, any further processing 

of silent party data on the basis of 

l e g i t i m a t e  i n t e r e s t ,  c a n n o t  b e 

undertaken for a purpose other than the 

specific purpose for which the personal 

data has been collected, other on the 

basis of an EU or Member State law. 

Consent of the silent party is not 

feasible, because in order to obtain 

consent, personal data of the silent party 

w o u l d  h a v e  t o  b e  c o l l e c t e d  o r 

processed, for which no legal ground can 

be found under Article 6 GDPR. As a 

result, an AISP or PISP must implement 

technical measures to make sure that 

silent party data is not processed for any 

purpose other than that for which it was 

originally collected. 

In light of the recent guidelines adopted 

by the European Data Protection Board, 

it is critical for all payment service 

operators, and the banks which they 

d e a l  w i t h ,  t o  u n d e r s t a n d  t h e i r 

obligations under both the PSD2 and the 

GDPR when it comes to ensuring that 

the personal data which they access is 

processed in accordance with the GDPR, 

and users are provided with clear and 

transparent information about the 

measures taken in relation to their data 

and the legal basis upon which it is being 

processed.

The European Data Protection Board has 

recommended that AISPs and PISPs 

implement a number of helpful tools to 

provide the information required under 

the GDPR to their users. One such 

mechanism to consider may be a 'privacy 

dashboard', which would allow users to 

manage their privacy preferences and 

provide information with regard to 

nature and quantity of personal data 

that has been accessed by the service 

provider. Layered privacy statements, 

which avoid displaying a vast quantity of 

technical privacy information to the user 

in one go, are also recommended in 

order to ensure the information 

contained in these statements is 

e�ective.
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As disclosed in the Framework, the 

Central Bank intends the digital bank 

licensees to o�er banking products or 

services to underserved or unserved 

market wholly or almost wholly through 

digital or electronic means. In 2017, the 

Central Bank estimated that about 8.3% 

of the total population of Malaysian 

adults are unbanked.

On another  hand,  the Monetary 

A u t h o r i t y  o f  S i n g a p o r e  ( M A S ) 

announced four (4) successful digital 

bank applicants on 4 December 2020. A 

consortium comprising Grab Holding Inc. 

and Singapore Telecommunications Ltd 

and an entity wholly owned by Sea Ltd 

have been awarded as Digital Full Bank 

(DFB) whilst Ant Group and a consortium 

compr is ing  inter-a l ia  Greenland 

Financial Holdings, Linklogis Hong Kong 

and Bei j ing Co-operat ive Equity 

Investment Fund Management obtained 

the license as Digital Wholesale Bank 

(DWB).

DIGITAL BANKING LICENSES 
BY THE MALAYSIAN 
CENTRAL BANK
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the Central Bank of Malaysia will assess 

the licensee on its compliance on 

legislations and regulations as well as its 

achievement on committed value 

propositions as demonstrated in the 

business plan. In the event that the 

licensee is able to graduate from the 

Foundational Phase, the licensee may 

continue to operate by maintaining a 

minimum capital fund of RM300 million 

unimpaired by losses at all times and no 

asset limit shall be applicable. The 

licensee is expected to fully comply and 

adhere to the regulatory requirements 

of existing licensed bank in Malaysia and 

the Malaysian Financial Services Act 2013 

(“the FSA”) instead of the simplified 

regulatory framework during the 

Foundational Phase.

Although this could be seen as a 

welcoming approach by the Malaysian 
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Separately on 27 March 2019, 10 April 

2019 and 9 May 2019, the Hong Kong 

Monetary Authority (HKMA) announced 

the granting of virtual banking license to 

total eight (8) licensees comprising Ant 

Group and Ping An Group.

Pursuant to the Framework, the licensee 

shal l  first  adhere to a s implified 

regulatory framework during initial 

stage of operations, or rather known as 

“the Foundational Phase”, where the 

licensee shall maintain a minimum 

capital fund of RM100 million unimpaired 

by losses at all times which could up to 

five (5) years. During the Foundational 

Phase, the digital bank licensee may only 

operate with asset limit of RM3 billion, 

an asset threshold imposed by the 

Central Bank of Malaysia. 

At the end of the Foundational Phase, 



Government, one must be able to 

di�erentiate and appreciate the 

distinction between mere “online 

banking” and “digital banking”. The 

conduct of causing banking business to 

be transacted online does not make it as 

a digital banking business outright.

Pursuant to the Framework, “digital 

banking business” means banking 

business as defined in section 2(1) of the 

FSA which is carried on wholly or almost 

wholly through digital or electronic 

means. According to section 2(1) of the 

FSA, banking business means inter-alia 

the business of accepting deposits, 

paying or collecting cheques and 

provision of finance.

As such, there is huge di�erence 

between making a banking business 

goes online and digital.

In the simplest form of explanation, 

online banking could be construed as 

banking services that allow customers of 

a bank to conduct basic transactions 

over the internet usually premised on 

the bank's website or mobile application. 

Online banking could be done via 

computer, laptop or mobile devices 

normally.

In contrast, digital banking carries 

further meaning which would inevitably 

involve the adoption and application of 

emerging technology into every aspect 

of the banking activities, such as from 

the process of customer on boarding, 

analysis of the customer of banking 

behaviour until a possible prediction of 

preferential banking product for the 

customer with the aid of artificial 

intelligence.

From the perspective of emerging 

technology,  there are two basic 

components in the digital banking 

business, putting aside the o�ering of 

ordinary banking services to the public-

at-large. The two components are the 

analysis on existing customers' data or 

information which could be found at 

public domain, or rather known as the 

big data analysis, and improvement or 

e n h a n c e m e n t  f o r  f u t u r e  u s e r ' s 

experience (UX) coupled with possible 

prediction for auto-push or marketing of 

banking products to the customers.

Digital banking operators should 

p o s i t i o n  t h e m s e l v e s  b y  a c t i n g 

proactively or even aggressively 

compared to the traditional bankers 

who are sti l l  using conventional 

marketing strategies to approach 

unexplored market. Therefore, the 

automation process shall play an 

important role in digital banking 

business as the ulterior objective of 

promoting digital banking is to capture 

underserved or unserved population 

bearing in mind that physical premise or 

contact for the purposes of business 

operation shall be kept at minimal level 

in the context of digital banking 

business.

It is foreseeable that the digital banking 

business would be developed further 

following better legal and regulatory 

framework by more jurisdictions 

especially with the emergence of new 

technology such as artificial intelligence 

and blockchain. Despite having a robust 

regulatory framework, the legislations 

and governmental policies should 

instead promote innovative, cost 

e�ective, convenient and faster banking 

solutions to cater di�erent aspect or 

layer of the society or even cross border 

clients.
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The interplay between the PSD2 and the 

GDPR is particularly important, due to 

the fact payment service operators may 

access and process large quantities of 

personal financial data, much of which 

may be 'sensitive' personal data, and the 

GDPR applies to the processing of 

personal data carried out in the context 

of payment services. As a result, 

controllers of personal data who are 

subject to the provisions of the PSD2 are 

required to always ensure compliance 

with the GDPR. Of course, even for those 

operators whose services fall outside 

the scope of  the PSD2 (such as 

creditworthiness assessment services), 

or for accounts other than payment 

accounts (such as savings or investment 

accounts), the GDPR will still apply.

One of the most important aspects of 

the PSD2 is the introduction of two new 

types of payment services providers – 

Account Information Service Providers 

(“AISPs”) and Payment Initiation Service 

Providers (“PISPs”). In brief:

   AISPs are companies which are 

authorised to access an individual (or 

V
IE
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A

M

company's) account data by the relevant 

bank, a common example being a money 

management or budgeting application 

which allows users to consolidate their 

di�erent current accounts in various 

banks, create a budget, and monitor 

their spending.

    PISPs are companies which can not 

only access an individual (or company's) 

account data, but are also authorised to 

make payments on behalf of their 

customers by initiating transfers directly 

to or from the user's bank account. An 

example of  a  PISP would be an 

application which transfers a portion of 

the user's account balance to a savings 

account each month.

Of course, without being able to access a 

user's bank account, the operations of 

AISPs and PISPs would be virtually 

impossible. The PSD2 therefore obliges 

banks to provide access to users' 

payment account information where 

requested by an authorized AISP or PISP 

and the latter entities have fulfilled all 

the legal requirements allowing them to 

access the relevant account. 

The reason why the relationship 

between the PSD2 and the GDPR is so 

important is because of the fact that an 

individual's financial transaction history 

can reveal highly sensitive information 

about that person. The recent guidelines 

adopted  by  the  European  Data 

Protection Board set out a number of 

important examples:

      Political opinions and religious beliefs 

may be revealed by donations made to 

political parties or organisations, 

A SURVEY OF FINTECH 
REGULATIONS IN VIETNAM
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several di�erent categories of services, 

which may be performed independently 

of each other. As a result, whether the 

service provider can rely on the GDPR 

basis of contractual necessity must be 

assessed in the context of each of these 

services separately, taking into account 

an objective assessment of what is 

necessary to perform each of the 

services the user has signed up for. The 

service provider must therefore be able 

to demonstrate how the objects of the 

contract with the user cannot be 

performed if the specific processing of 

the personal data in question does not 

occur. Where the service provider 

cannot demonstrate that the processing 

of the personal payment account data is 

objectively necessary for the provision 

of each of these services separately, 

Article 6 (1) (b) of the GDPR is not a valid 

legal ground for processing this personal 

data.

In addition to the legal basis of 

contractual necessity, the requirement 

of explicit consent exists in relation to 

the access to and subsequently 

processing and storage of personal data 

for the purpose of providing payment 

services. Explicit consent under the PSD2 

is di�erent to the consent requirement 

under the GDPR as it is an additional 

requirement of a contractual nature, 

required when a payment service 

provider needs access to personal data 

for the provision of a payment

Serv ice .  Serv ice  prov iders  must 

therefore provide, and users must 

accept, specific and

explicit information about the specific 

purposes identified by the service 

provider for which their

personal data are accessed, processed 

and retained.

Particular attention must also be paid to 

the principles of data minimisation, data 

protection by design and default, and 

data security – as processing personal 

financial data is connected to a number 

of significant risks (identity theft, 

exposure of aspects of a user's private 

life, etc.), security measures employed 

by AISPs and PISPs must be accordingly 

high. 

'Silent party data' relates to the personal 

data of a third party who is not a party to 

the contract between the service 

provider and the user. A helpful example 

is  set out in the European Data 

Protection Board guidelines:

 “Where a payment service user, data 

subject A, makes use of the services of an 

AISP, and data subject B has made a 

series of payment transactions to the 

payment account of data subject A. In 

this case, data subject B is regarded as 

the 'silent party' and the personal data 

(such as the account number of data 

subject B and the amount of money that 

was involved in these transactions) 

relating to data subject B, is regarded as 

'silent party data”.

The GDPR may allow for the processing 

of silent party data when this processing 

is necessary for

purposes of the legitimate interests 

pursued by a controller or by a third 

party. However, any further processing 

of silent party data on the basis of 

l e g i t i m a t e  i n t e r e s t ,  c a n n o t  b e 

undertaken for a purpose other than the 

churches or parishes;

   Trade union membership may be 

revealed by the deduction of an annual 

membership fee from a person's bank 

account;

       Personal data concerning health may 

be gathered from analysing medical bills 

paid by a data subject to a medical 

professional (for instance a psychiatrist);

     Information on certain purchases may 

reveal information concerning a person's 

sex life or sexual orientation; or

   Through the sum of financial 

transactions, behavioural patterns can 

be revealed which may include special 

categories of personal data.

With regard firstly to the obligations of 

the relevant bank with regard to 

personal data, banks are obliged under 

the PSD2 to provide the personal data to 

the AISP or PISP as this is is necessary in 

order for AISPs and PISPs to provide their 

services in the first place. As a result, the 

processing of personal data by the bank 

in granting access to the relevant 

accounts is based on a legal obligation, 

and therefore permissible under the 

GDPR. Of course, it is important for banks 

to be aware that they are only permitted 

to rely on this legal basis in relation to 

payment account information only – 

there is no legal basis under the PSD2 for 

providing access in relation to savings or 

investment accounts, or mortgages. 

Therefore, the relevant bank will need to 

ensure that appropriate measures are in 

place to ensure that any access provided 

to an AISP or PISP is limited to payment 

account information only. 

For AISPs and PISPs, payment services 

are provided on a contractual basis 

between the service provider and the 

user, allowing AISPs and PISPs to rely on 

the legal basis of contractual necessity 

under Article 6(1)(b) of the GDPR in order 

to process the personal data of the user. 

However, it is often the case that the 

contract with the user will consist of 
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specific purpose for which the personal 

data has been collected, other on the 

basis of an EU or Member State law. 

Consent of the silent party is not 

feasible, because in order to obtain 

consent, personal data of the silent party 

w o u l d  h a v e  t o  b e  c o l l e c t e d  o r 

processed, for which no legal ground can 

be found under Article 6 GDPR. As a 

result, an AISP or PISP must implement 

technical measures to make sure that 

silent party data is not processed for any 

purpose other than that for which it was 

originally collected. 

In light of the recent guidelines adopted 

by the European Data Protection Board, 

it is critical for all payment service 

operators, and the banks which they 

d e a l  w i t h ,  t o  u n d e r s t a n d  t h e i r 

obligations under both the PSD2 and the 

GDPR when it comes to ensuring that 

the personal data which they access is 

processed in accordance with the GDPR, 

and users are provided with clear and 

transparent information about the 

measures taken in relation to their data 

and the legal basis upon which it is being 

processed.

The European Data Protection Board has 

recommended that AISPs and PISPs 

implement a number of helpful tools to 

provide the information required under 

the GDPR to their users. One such 

mechanism to consider may be a 'privacy 

dashboard', which would allow users to 

manage their privacy preferences and 

provide information with regard to 

nature and quantity of personal data 

that has been accessed by the service 

provider. Layered privacy statements, 

which avoid displaying a vast quantity of 

technical privacy information to the user 

in one go, are also recommended in 

order to ensure the information 

contained in these statements is 

e�ective.
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The blockchain technology was first 

developed for Bitcoin, a private digital 

money system. Thereby, blockchain 

technology functions as a register in 

which transactions can be securely 

stored. However, the applications of 

blockchain technology are not limited to 

simple transactions of coins. Moreover, 

they o�er the possibility for a wide range 

of economic services, since assets or 

rights in general can also be mapped on 

blockchain systems. Above all, the low 

costs of digital transactions (without 

i n t e r m e d i a r i e s )  o p e n  u p  n e w 

possibilities in the world of finance and 

services as well as in the industrial world. 

These applications are collectively 

referred to as the 'token economy'. 

Liechtenstein recognised this trend early 

on and was the first country in the world 

to create a legal framework and with it 

legal certainty for users and service 

providers with the 'Token and TT Service 

LIEC
H

TEN
STEIN

Provider Act' (TVTG). Meanwhile, other 

states are also following suit.

The term 'Blockchain' originates from the 

application of Bitcoins, which involves 

the serial logging of transactions in a 

distributed ledger and the blockwise 

verification of a certain number of 

transactions. In this process, the 

u n c h a n g e a b l e  h i s t o r y  o f  t h e 

transactions creates a relationship of 

trust between the actors. However, the 

Bitcoin blockchain is only one of the 

possible technical implementations of 

blockchains. Therefore, an abstract, 

technology-neutral definition of the 

term 'Blockchain' was deliberately 

chosen for the legislation, not least to 

prevent the legal framework from 

b e c o m i n g  o u t d a t e d  f r o m  a 

technological perspective after just a 

few years. The fact that trust is created 

by  technology  and not  on ly  by 

organisations was the decisive factor in 

d e fi n i n g  t h e  t e r m  ' T r u s t w o r t h y 

Technology' as the connecting factor for 

the law. The term 'Trustworthy' means 

that the integrity of tokens (see below), 

their unambiguous allocation and their 

secure exchange should be guaranteed. 

Colloquially, the TVTG is called the 

Blockchain Act.

Introduction of a new legal subject 

'Token'

As already mentioned, in addition to 

crypto-currencies (e.g. Bitcoin), there are 

many other possible uses for blockchain 

or TT systems (transaction systems that 

enable the secure transfer and storage 

of tokens and the provision of services 

based on the use of trustworthy 

technologies). For example, it is also 

possible to map software usage rights or 

financial instruments. In order to be able 

to cover as many possible uses of the 

token economy, legal rights are used. 

Everything that is used in the legal and 

economic system can be subsumed 

under this: the right to receive money, 

the right of ownership to an object (e.g. 

work of art or real estate), the right to 

receive goods, rights of use of all kinds, 

liens, rights to claims and membership 

MAKING DIGITISATION 
LEGALLY WATERTIGHT: 
THE LIECHTENSTEIN 
BLOCKCHAIN ACT
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rights and much more can be included.

However, these rights can only be 

represented digitally via TT systems and 

are thus subject to the legitimation and 

transfer order of the TT system. The 

or ig inal  legal  r ight  and thus a l l 

associated legal consequences remain 

i n t a c t .  I n  o r d e r  t o  m a k e  t h i s 

representation of rights in a TT system 

legally secure, the TVTG introduced the 

legal subject of the 'Token', which makes 

the representation of all types of rights 

on a TT system possible in the first place. 

The token is therefore akin to a holder for 

the representation of a right. The case of 

an 'empty' holder is also possible and 

relevant in practice, such as crypto-

c u r r e n c y  w i t h o u t  r e a l  v a l u e 

collateralisation (e.g. Bitcoin). However, 

the model chosen in the TVTG can also 

cover a large number of other cases of 

application (e.g. property rights or rights 

of use to objects, intellectual property 

rights, guarantee rights).

Supervision of TT service providers and 

civil law aspects of the TVTG

I n  r e g u l a t i n g  T T  s y s t e m s ,  t h e 

fundamental question has arisen as to 

whether the technology itself can or 

should be regulated. Due to the high 

pace of innovation of TT systems and the 

lack of involvement of a regulated 

intermediary, the legislator considered it 

less sensible to regulate the technology 

itself. Therefore, adequate regulation 

and supervision of the TT service 

providers themselves were deemed 

appropriate, whereas the critical 

technical examination of the TT systems 

on which TT service providers o�er their 

services is to be carried out by the TT 

service providers themselves.

TT service providers who o�er activities 

relevant to user protection on a 

commercial basis and thus require 

registration (e.g. issuing, generating or 

holding tokens) must comply with the 

minimum standards of the TVTG. This 

applies to all TT service providers 

domiciled in Liechtenstein. However, it is 

not applicable to TT service providers 

domiciled abroad who provide TT 

services to persons domiciled in 

Liechtenstein, thus preventing any 

unreasonable restriction of market 

access of the token economy for persons 

domiciled in Liechtenstein.

On the one hand, the TVTG thus aims at 

the supervision as well as the rights and 

obligations of TT service providers. On 

the other hand, it lays down the 

foundations of civil law in relation to 

tokens, the representation of rights by 

means of tokens and their transfer. Thus, 

if tokens are created or issued by a TT 

service provider domiciled or resident in 

Liechtenstein, the TVTG applies in the 

same manner as if parties expressly 

declare the provisions of the TVTG to be 

applicable in a legal transaction 

concerning tokens.

Liechtenstein as a FinTech location

With the TVTG, Liechtenstein provides a 

comprehensive regulation of the token 

economy since the beginning of 2020. 

However, not only the token economy 

has priority in Liechtenstein. The TVTG is 

only one part of the strategic approach 

to building a functioning digital 

ecosystem, which is being strongly 

promoted in Liechtenstein by the 

leg i s la tor ,  the  government  and 

authorities,  the Financial Market 

Authority as well as the individual 

players in the private sector. The small 

principality can position itself far ahead 

in the competition for the best FinTech 

solutions. 

Sources: Report and Application of the 

Government to the Parliament of the 

Principality of Liechtenstein concerning 

the Token and TT Service Provider Act 

and the amendment of other laws (No. 

54/2019)
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